CCRI Solution

Our goal at Entrust is to provide the Department of Defense (DoD) and other Federal Agencies with a Command Cyber
Readiness Inspection (CCRI) solution featuring two simple steps: Configuration Hardening and Encryption at Rest.

Step 1. Configuration of VMware to meet DISA STIGs, NIST 800-53,
and other compliance standards with Entrust

Both the DISA STIGs and NIST 800-53 standards require significant time and effort from administrators to maintain
compliance. When these standards change, administrators must make manual adjustments. When an environment has
hundreds of hosts, these manual compliance processes increase risk exposure. Entrust helps to automate and accelerate
this process to ensure compliance and reduce risk exposure.
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Entrust provides compliance configuration templates designed to accelerate and automate compliance for VMware,
following DISA STIGs, NIST 800-53, and other regulatory standards. Entrust creates a continuous compliance strategy
that offers several core advantages, including:

 |dentifying compliance drift when comparing to DISA STIGs or NIST, indicating what is necessary to maintain
continuous compliance, and enabling vulnerability remediation with the push of a button.

* Image hardening of VMware environments.
* Rich audit content and robust reporting to support visibility of a compliant infrastructure.

As your organization begins to implement its cloud and container initiatives, Entrust will be able to address those
compliance needs as well - and in each case, reduce operator intervention and ensure the agency is in a state of
continuous compliance. Organizations who leverage Entrust for continuous compliance also have access

to Container Security for Kubernetes and OpenShift.

Learn more at entrust.com


https://www.entrust.com
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Step 2. Encryption at Rest

DISA STIGs and NIST 800-53 are both now requiring encryption VM Hardware ~
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If organizations wish to enable vSphere encryption, they will need
an encryption key manager - Entrust is the preferred VMware
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* The foundation to secure privileges from the data at rest, which can be used in conjunction with a more
comprehensive ability to secure the entire stack with policy-based security.
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Simplifying CCRI

CCRI can be a high-cost, high-risk challenge. The end-to-end Entrust CCRI solution helps organizations ensure
audit-readiness, while reducing the cost and time burden. Entrust CCRI is the first solution of its kind to provide
both Encryption at Rest and DISA STIG remediation in a highly automated, comprehensive package.
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